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1. General
The Covid Detection Foundation d.b.a. Virufy (“Virufy”, “we”, “us” or “our”), a California
nonprofit corporation, respects your privacy and is committed to processing your personal
information in accordance with the law. This Privacy Policy (hereinafter the “Policy” or
“Privacy Policy”) sets out how we use, store, disclose and process personal information that you
provide to us when you participate in our research survey for the development of the app for
smartphone and/or other device-based COVID-19 early detection (the “App”), or that we obtain
through or in connection with the use of our website (www.virufy.org) (“Website”), or when you
otherwise contact us and/or we collect your personal information.
For the purposes of the Brazilian General Personal Data Protection Law (the “LGPD”), Virufy is
the “data controller” of, and responsible for, your personal information collected in accordance
with this Privacy Policy.
If you have any inquiries or complaints regarding our Privacy Policy, please contact us by email
at study@virufy.org.

2. What is “personal information”?
The term “personal information” as used in this Policy shall mean any information (including
“personal data”, “health data” and “biometric information” as those terms may be defined) that
actually enables, or is capable of enabling us to identify you, directly or indirectly, by reference
to an identifier such as your name, age, gender identity, postal address, email address, location
data, online identifier or one or more factors specific to you.
We collect “biometric information” and health data, such as COVID-19 symptoms and related
medical symptoms and respiratory conditions. Under the LGPD, “biometric data” and
information about your health is referred to as “sensitive personal data”, and is deemed to be
more sensitive than general personal information and requires more protection.

3. What data do we collect?
We may collect and process the following personal information about you:
● Information you provide to us – You provide us with your personal information in many
ways, including by participating in the development of the App and assisting us with
promoting the research of coughs through AI algorithms. Such personal information may
include: your email address, phone number, age group, gender identity, location, smoking
status, relevant medical conditions, relevant respiratory conditions, COVID-19 symptoms,
COVID-19 testing results, the timeframe of your COVID-19 tests taken and onset of
symptoms, calibration recording (e.g. speech), and cough sample recording. You may also
provide us with your personal information when you fill in forms, request information,
submit applications for job and volunteer opportunities posted on the Website or correspond
with us by post, phone, email or otherwise. Such personal information may include: name,
address, email address, telephone number, resume and cover letter, professional history,
academic history/status, answers to questions about suitability for a position, interview notes
related to job fitness and experience, professional references, professional and personal
competencies, extracurricular activities and your correspondence with us.
● Information we collect about you - When you visit our Website we may collect information
about your computer or device, including your IP address, location, operating system,
browser information, information about your visit, your browsing history, and how you use
our Website. These types of data are collected by cookies and related technologies, including
Google Analytics, JotForm, Cookiebot, and Hotjar. When you first access our Website from
certain jurisdictions, you will receive a message advising you that cookies and similar
technologies are in use. By clicking “accept cookies”, you signify that you understand and
agree to the use of these technologies, as described in our Cookie Policy. For more
information about our practices in this area, please see our Cookie Policy.

4. How do we use your data?
We will only process personal information in accordance with the applicable Brazillian law.
We may collect and process personal information and biometric and health information (deemed
to be sensitive personal data under the LGPD) only where you have given your explicit consent
via the Explicit Consent to Collect Personal Information and Participate in Research Form (such
consent may be withdrawn at any time):
● To conduct research and develop the App for smartphones and other devices that use
artificial intelligence to diagnose COVID-19;

● To train machine learning models to analyze your audio recordings in order to better
determine signs of COVID-19;
● To conduct research and develop future applications that use artificial intelligence to
diagnose and/or be used for other viruses and medical conditions;
● To train machine learning models to analyze your audio recordings in order to better
determine early signs of and/or be used for other viruses and medical conditions; and
● To conduct demographic analysis of COVID cases and/or other medical research beneficial
for the medical community.
We will process non-biometric personal information for the following purposes as necessary,
based in the legal bases as legitimate interests, regular exercise of rights, legal obligation,
execution of contract, or where you have given your informed consent to such processing if
required by applicable law (such consent can be withdrawn at any time):
● Where you participate in our research projects – so we can contact you by email and/or
phone in relation to the cough sample you have donated, and to remind you to donate
subsequent samples at regular intervals and/or to follow up on testing;
● Where you are applying for a job or volunteer vacancy with us – to assess your
qualifications with respect to available positions within Virufy, to potentially review
references and facilitate background screening and to decide whether to enter into a volunteer
or employment relationship with you;
● To monitor quality control and ensure compliance with any and all applicable laws,
regulations, codes and ordinances, for example, in response to a request from a court or
regulatory body, where such request is made in accordance with the law;
● To resolve any disputes;
● To administer our internal business administration and operations, including troubleshooting,
data analysis, testing, research, statistical and survey purposes; and
● To develop and improve our Website and App, for example, by reviewing visits to the
Website and various subpages.
Subject to applicable laws, we may process your personal information in order to protect your
vital interests or the vital interests of another person.

5. Data processing in the United States
If you are visiting our Website, and/or assisting with our research, or otherwise providing
personal information to us from outside the U.S., be aware that your personal information may
be transferred to, stored, and processed by us outside of the jurisdiction within which you are

based. For more information about how we transfer your personal information, please refer to
Section 9 of this Privacy Policy.

6. Where is your data stored?
We use JotForm for research study data collection. JotForm stores the data in a secure
application with restricted access and controls. Your data will be stored with JotForm until it is
downloaded by us. We will store the data in a database with restricted access. If you would like
more information about how JotForm stores your data, please reference JotForm’s Privacy
Policy at https://www.jotform.com/privacy/.
Information supplied for volunteer and employment applications will be stored in a secured
cloud data server only accessible by Virufy recruitment staff.

7. For how long is your data stored?
We will store your personal data in a form that permits us to identify you for 6 (six) months for
the purposes for which the personal information is processed. For the avoidance of doubt,
biometric and health data, such as cough recordings, may be retained long term for future
research studies into viruses and other medical conditions, since the data will no longer be
identifiable after anonymization.
We will store personal information associated with job and volunteer applications and email
communications, in a form that permits us to identify you, for no longer than is necessary for the
purpose for which the personal information is processed, according to the applicable laws. We
store your personal information as necessary to comply with our legal obligations, resolve
disputes, and enforce our agreements and rights. Otherwise, we will seek to delete your personal
information within a reasonable timeframe upon request accordingly with your rights.

8. How is this data shared?
Broadly, your data comprises your consent from the Explicit Consent to Collect Personal
Information and Participate in Research Form and the personal information (including the health
and biometric information) provided by you. Access to your biometric and health data is
restricted to our research team in the first instance and may also be shared with other researchers.
We may distribute your personal information to partners for future research studies and you
hereby explicitly consent to this. We may also publish or present the results of this study
containing your anonymous information. Your personal information may be released if required
by the law and competent authorities.

We may also share your anonymized personal information in the following ways:
● As an open access dataset for usage by researchers globally to accelerate development of
the solution.
We may also share your non-anonymized personal information in the following ways:
● With another legal entity, on a temporary or permanent basis, for the purposes of a joint
venture, collaboration, financing, sale, merger, reorganization, change of legal form,
dissolution or similar event. In the case of a merger or sale, your personal information may
be permanently transferred to a successor company. If a change happens to our business, then
the new owners may use your personal information in the same way as set out in this
Statement.
● Where needed to enforce our rights, protect our property or protect the rights, or safety of
Virufy and others, or to support external auditing, compliance and corporate governance
functions.
● Public authorities where we are required by law to do so.
● If required, in order to receive legal advice.

9. International transfers of personal
information
Where personal information relating to individuals based in the Brazillian territory is shared with
a third party located in another country that has not received an adequacy decision by the
National Authority of Data Protection (“ANPD”) , we rely upon appropriate safeguards, such as
the European Commission-approved Standard Contractual Clauses, as the ANPD doesn't
regulate this topic. Please contact study@virufy.org for a copy of the safeguards which we have
put in place to protect your personal information and privacy rights in these circumstances.

10. Managing and deleting your data
You can manage or delete your data by contacting us with your verification number at
study@virufy.org, with the subject “Data Privacy Concern: [Verification Number].” The
verification number is the special number we provided you on your successful completion of the
JotForm survey.

11. Privacy rights
In certain circumstances, you may have the following rights in relation to your personal
information:
● Request access to your personal information. You may have the right to request access to
any personal information we hold about you as well as related data, including the purposes
for processing the personal information, the recipients or categories of recipients with whom
the personal information has been shared, where possible, the period for which the personal
information will be stored, the source of the personal information, and the existence of any
automated decision making.
● Request correction of your personal information. You may have the right to obtain
without undue delay the rectification of any inaccurate or outdated personal information we
hold about you.
● Request erasure of your personal information. You may have the right to request that
personal information that was given with your consent is deleted.
● Request restriction of processing your personal information. You may have the right to
prevent or restrict processing of your personal information.
● Request transfer of your personal information. You may have the right to request transfer
of your personal information directly to a third party where this is technically feasible.
● Right to object. You may have the right to object to the processing of your personal
information when you have legitimate reasons to do so.
● Right to withdraw consent. Where processing is based on consent, you may have the right
to withdraw such consent.
● Request the anonymization, blockage or elimination of unnecessary, excessive and
non-compliant processed data. You may have the right to have excessive, unnecessary or
non-compliant processed data anonymized or excluded accordingly with the principle of
necessity.
● Request confirmation of your personal information. You may have the right to confirm if
we process your personal information.
● Right to obtaining information about the public or private entities with which Virufy
has shared your data

We aim to respond to requests made by you within one month, but may extend that period by
two further months where necessary. However for requests based on access and confirmation of
your personal information, we will respond within 15 (fifteen) days from the date of your
request.
If you request deletion of essential information, such as cough recordings, for the management of
your account with Virufy, this will result in the termination of your registration and participation
of the research.
Virufy hereby declares to make every effort to fulfill such requests in the shortest possible time
frame. However, even in case of exclusion or deletion requests, the minimum storage period for
information of users of Internet Applications, determined by Brazilian legislation, will be
respected.
Where you believe that we have not complied with our obligation under this Privacy Statement
or Brazillian data protection law, you have the right to make a complaint to the National
Authority of Data Protection or any other legal authority.
If you need any assistance to exercise your rights, you can contact Virufy according to the
guidelines in this Policy.
To exercise the above-mentioned rights, please send an email with an enclosed copy of the
frontside of your identity card to study@virufy.org. We reserve the right to request the provision
of additional information necessary to confirm the identity of the enquirer.

12. Do not track signals
We do not respond to web browser “do not track” signals. As such, your navigation of our
Website may be tracked as part of the gathering of quantitative user information. If you arrive at
our Website by way of a link from a third party site that does respond to “do not track” requests,
the recognition of any “do not track” request you have initiated will end as soon as you reach our
Website.

13. Amendments to this Privacy Policy
We may amend this Policy at any time. Any changes we may make will be posted on this page,
so please check back frequently. The most recent version of this Policy is reflected by the
version date located at the top of this Policy.
14. How can you contact us with questions?

If you have any concerns relating to the privacy of your information, please contact us at
study@virufy.org. You may also contact our Data Privacy Officer, Viviane Vinagre, directly via
email at encarregado@virufy.org to exercise your privacy rights.
Thank you for donating your coughs to help stop COVID!

